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POCCUNCKAA ®EOEPALMA
®EQEPAIbHBIA 3AKOH

_ OBE3OMACHOCTH
KPUTUYECKON MHOOPMALIMOHHOW MHOPACTPYKTYPbI
POCCUNCKOW ®EQEPALIMM

[TpunsT
I'ocynapctBennou [Jymoii
12 urons 2017 roga

Onobpen
Coerom Denepaunu
19 mronsa 2017 roma

Crmcok HU3MCHAIOMUX TOKYMCHTOB
(B pen. ®enepanbHoro 3akoHa ot 10.07.2023 N 312-03)

CraTtba 1. Ccepa aencrBua Hactoswero ®eaepanbLHOro 3aKkoHa

Hacrosmuit @enepanbHblil 3aKOH peryIMpyeT OTHOLIEHUS B 00s1acTi oOecriedeHus 0e301acHOCTH
KpuTHYeCcKOH uHpopManMoHHON uHppacTpykTypbl Poccuiickoit ®enepanuu (nanee Takxke -
KpUTHYeCKass HHPOPMALMOHHAs UHPPACTPYKTYpa) B LENAX €€ YCTOWYMBOIO (PyHKIIMOHUPOBAHUS MPHU
MIPOBE/ICHUH B OTHOIIEHUH €€ KOMITbIOTEPHBIX aTakK.

Ctatbsi 2. OCHOBHble NOHATUA, UcCNONib3dyeMble B HacTosiweM ®PeaepanbHOM
3aKoHe

I[J'IH ueneﬁ HaCTOAIICTO CDez[epanLHoro 3dKOHA UCITOJIB3YIOTCA CICAYIOIMIUE OCHOBHBIC ITOHATHUS:

1)  aBTOMaTuM3uMpOBaHHAas  CHUCTEMa  YIOpPaBIEHHS -  KOMIUIEKC  NPOTPAMMHBIX U
IPOrpaMMHO-aINapaTHBIX CPEACTB, MpEIHA3HAUCHHBIX JJIS KOHTPOJS 3a TEXHOJOTMYECKUM U (WIIN)
MIPOU3BOJICTBEHHBIM 000py/Z0BaHHEM (MCIIOJHUTEIBHBIMU YCTPOWCTBAMH) U TPOU3BOAMMBIMH HUMHU
MpoLeccaMy, a TaKXKe JIJIs YIIpaBJIeHUsl TaKUMU 000py10BaHUEM U NPOLIECCAMU;

2) 6e30MmacHOCTh KPUTHYECKON MH(POPMAIIMOHHON HHPPACTPYKTYPHI - COCTOSTHUE 3alTUIIICHHOCTH
KPUTHYECKOW  WH(POPMAIMOHHOW  HMH(QpacTpyKTyphl,  oOecreuuBaromiee €€  YCTOWYHBOE
(GYHKIIMOHUPOBAHKE TIPH MPOBEICHUU B OTHOIIIEHUHU €€ KOMITBIOTEPHBIX aTaK;

3) 3HaYMMBIH OOBEKT KPUTHUECKOW MH(OPMAIIMOHHONW MHPPACTPYKTYPHI - OOBEKT KPUTUUECKON
MHPOPMALMOHHON HH(PACTPYKTYPBI, KOTOPOMY IPUCBOCHA OJIHA U3 KaTETOpUil 3HAUMMOCTH M KOTOPBIH
BKJTIOYEH B PEECTP 3HAYNMBIX 0OBEKTOB KPUTHUECKOW HHPOPMALMOHHOW HHPPACTPYKTYPHI;
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4) KOMIIBIOTEpHAs aTaka - IEJICHANPABICHHOE BO3JCUCTBUE NPOrPAMMHBIX U (WJIH)

MIPOrpaMMHO-AINAapaTHBIX CPEJICTB Ha OOBEKThl KPUTHUECKOM HH(OPMAIMOHHONW WHQPACTPYKTYPHI,
CeTH D3JIEKTPOCBSA3H, HCIOJb3yEeMbIC ISl OpPraHU3allMd B3aUMOCWCTBUS TaKUX OOBEKTOB, B IIEIIAX
HapyuleHust U (Win) mpekpaiieHus uX (QyHKUMOHMPOBAHUS M (WJIM) CO3/1aHUsl Yyrpo3bl 0€30MacHOCTU
oOpabaTbeiBaeMO TaKUMU 00BEKTaMU HHPOPMAIIHH;

5) KOMITBIOTEPHBIM WHIUIASHT - (GakT HapymieHus W (Wik) mpeKparieHus (yHKIHOHUPOBAHUS
00bEKTa KPUTHUYECKOW WH(POPMAIMOHHON HH(PACTPYKTYPHI, CETH 3JICKTPOCBSI3H, HUCIOIB3YyEMOU IS
OpraHM3allK B3aUMOJCUCTBUS TaKMX OOBEKTOB, U (WJIHM) HapyIlIeHUS 0e30MacHOCTH 00padaThiBaeMOit
TakuM 00BEKTOM HH(OPMAIIMH, B TOM YUCIIC TPOU3OIICIINIA B PE3yJIbTaTe KOMIBIOTEPHOU aTaKw;

6) KpuTHYeCcKas MHPOpPMAITMOHHASS HHPPACTPYKTypa - 0OBEKTH KPUTHUECKON MHPOPMAITMOHHON
HHQPACTPYKTYPBI, @ TAKXKE CETH DIJICKTPOCBS3U, HCIOJIB3yeMbIC IS OpPTaHHW3aIldH B3aUMOJCHCTBUS
TakKnX OOBEKTOB;

7) 00BEKThl KpUTHYECKOH HMH(POPMALMOHHON HHOPACTPYKTYPHl - MH(MOPMALMOHHBIE CHCTEMBI,
MH(POPMALIMOHHO-TEJICKOMMYHUKAIIMOHHBIE ~ CETH, ABTOMATHU3UPOBAaHHBIE CHCTEMBl  yIpaBJICHUS
CyOBEKTOB KPUTHYECKOH NH(POPMAIMOHHON HH(PPACTPYKTYPHI;

8) CyOBeKThl KPUTHYECKOW HH(OpPMAIMOHHOW WHQPACTPYKTYPHI - TOCYJApCTBEHHBIE OpTraHbl,
rOCy/IapCTBEHHbIE YUYPEXKICHHS, POCCUHCKHE IOpUAMYECKHE JHIAa W (UJIM) WHIUBUIYaJbHbIC
IPEeJIPUHUMATENN, KOTOPBIM Ha IpaBe COOCTBEHHOCTH, apeH/bl WJIM Ha MHOM 3aKOHHOM OCHOBAaHUU
NpUHAANIEKAT HHGOPMALMOHHBIE  CHUCTEMBl, HMH(OPMAIMOHHO-TEJIEKOMMYHHUKALIMOHHBIE  CETH,
aBTOMATH3MPOBAHHBIE CUCTEMBI yNpaBlIeHUs, GYHKIHOHUPYIOUIME B cdepe 31paBOOXpaHEHHS, HAYKH,
TPAHCIIOPTA, CBA3M, 3HEPTE€TUKH, FOCYAAPCTBEHHOW perucTpanuy npaB Ha HEJBUKUMOE MMYIIECTBO U
CHIEJIOK C HUM, OaHKOBCKOW cepe M MHBIX cdepax (HUHAHCOBOTO PHIHKA, TOTUTUBHO-?HEPTETHYECKOTO
KOMIUIEKCa, B 00JIaCTH aTOMHOM 3HEpPIruu, OOOPOHHOM, PAaKETHO-KOCMHUYECKOHW, TOpPHOIO0OBIBAIOIIEH,
METAJUTypPruuecKo M XHMHUYECKOH NPOMBIIIJIEHHOCTH, POCCHMCKHME MOpUAMYECKHE Jnua U (Win)
UH/IMBUJyallbHbIE MPEINPUHUMATENN, KOTOphle OOECIeYMBAIOT B3aUMOJIEHCTBHE YKa3aHHBIX CHCTEM
WJIU CETEN.

(B pen. ®enepanbHoro 3akona ot 10.07.2023 N 312-03)

Cratba 3. [lpaBoBOe perynupoBaHue OTHOWEHMA B obnactu obGecne4vyeHus
6e30nacHOCTU KPUTUYECKON MH(DPOPMALIMOHHON UH(ppPaACTPYKTYpPbI

1. OrHomenuss B oOmactu oOecriedeHus 0€30MACHOCTH KPUTHUECKOH WHGOPMAIMOHHOMN
HHQPACTPYKTYPBI PETYyNHUPYIOTCS B coorBercTBuM ¢ KoHcturynmeidr Poccuiickoit  ®denepanuu,
OOIIENTPU3HAHHBIMUA TPUHIUIIAMH ¥ HOPMaMM MEXKIyHApOJIHOTO TpaBa, HacTosmuM dDenepaabHbIM
3aKOHOM, JPyTUMH (eepaTbHBIMA 3aKOHAMHW W TPUHUMAEMBIMH B COOTBETCTBHU C HHMH WHBIMH
HOPMaTUBHBIMU IIPABOBBIMH AKTaAMHU.

2. OcobeHHOCTH HpUMEeHEeHHs Hacrosduero @denepanbHOr0 3aKOHa K CETAM CBA3M OOIIEro
II0JIb30BaHus omnpeaensaorca PenepanbHbM 3akoHOM 0T 7 ntonsd 2003 roga N 126-®3 "O cszu" un
IIPUHUMAEMBIMU B COOTBETCTBUU C HUM HOPMATUBHBIMU IIPaBOBBIMU akTamMu Poccuiickon denepanuu.

Cratbs 4. NpuHUMNbI o6ecneyeHns 6€30NacHOCTU KPUTUHECKON MHC(POPMaLIMOHHOWN
MH(PaACTPYKTYpPbI

[TpuniunamMu oGecriedeHuss OE30MACHOCTH KPUTHUYECKOW HH(POPMALMOHHON HHQPACTPYKTYpHI
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SIBJISIFOTCSL:

1) 3aKOHHOCTB;

2)  HempephIBHOCTh M  KOMIUIEKCHOCTh  oOOecredeHusi  Oe30MacHOCTH  KPUTHUYECKOU
WHPOPMAIMOHHON WHQPPACTPYKTYpHI, JOCTHTaeMble B TOM UHCIIE 3a CYET B3aMMOICWUCTBUS
YIOJHOMOYEHHBIX (DeiepaqbHbIX OPraHOB HCIOJIHUTEIbHOW BIACTH U CYOBEKTOB KPUTHYECKOM
MH(POPMALMOHHON HHPPACTPYKTYPBHI;

3) npuOpHUTET NPEIOTBPAILIEHUS KOMIIBIOTEPHBIX aTaK.

Cratba 5. locypmapcTBeHHas cuctema OOHapyXeHuUs, npeaynpexaeHus u
NUKBUAAUMM MNocCneacTBUM KOMMNBIOTEPHbIX aTak Ha WMHGpOpMaLMOHHbIe pecypcChbl
Poccuinckon ®enepauum

1. TocymapcTBeHHass cuctemMa OOHApyKEHUs, NMPEIYNpeKACHUS M JUKBUAALUHU TOCIEACTBUI
KOMIIBIOTEPHBIX aTak Ha MH(opManmoHHbIE pecypchl Poccuiickoit @enepanuu mpeacTaBisieT coboit
€AUHBII  TEPPUTOPUAIBHO  PACIpENEICHHbI  KOMIUIEKC, BKJIIOYAIOIIMKA CHUJIBI U CPENCTBA,
IpeHa3HauYeHHbIE Ul OOHApy>KEHHUs, MPEAyNPEXRACHUS U JTUKBUIALUU MOCIEACTBUM KOMIbIOTEPHBIX
aTaKk M pearupoBaHHs Ha KOMIIBIOTEpHbIE MHIMIEHTH.. B 1mensx HacTosiied cTaTbu TOJ
nHpopMaunoHHbIMU pecypcamu Poccuiickoit denepanyu noHUMMaroTcsi HHGOPMALMOHHBIE CUCTEMBI,
MH(POPMALMOHHO-TEIEKOMMYHUKAIIMOHHBIE CEeTH M aBTOMATH3HPOBAHHBIE CHCTEMBbl YIpaBJICHUS,
Haxozsmuecs Ha Tepputopun Poccuiickoit denepannu, B AMIUIOMATUYECKUX NPEACTABUTEILCTBAX U
(unn) KOHCYNbCKUX yupexaeHusx Poccuiickoit @eneparuu.

2. K cuam, mpeiHa3HAYEHHBIM JJ1s1 OOHAPYIKEHHS, TPEIYIPEkKACHUS M TUKBUAANH TIOCIEICTBHNA
KOMITBIOTEPHBIX aTaK U PEarnpOBaHUs HA KOMIIbIOTEPHBIE HHIIUICHTHI, OTHOCATCS:

1) nmoxmpasmeneHus M JOJDKHOCTHBIE JHMIA (elepaJbHOro OpraHa MCIOJHUTEIbHON BIIACTH,
YIOJIHOMOYEHHOr0 B obOsacTu obecnedyeHUs: (YHKLUMOHUPOBAHUS TOCYAAPCTBEHHOM CHUCTEMBbI
OOHapy>KeHHsl, TpPEAYNpeXIeHUs W JIMKBUJAIIMM TIOCJIEJCTBUHA  KOMIIBIOTEPHBIX aTak Ha
nHpopManroHHble pecypcsl Poccuiickoii @eneparum;

2) opranuzamnus, cosnaBaemas  (eAepadbHBIM  OPTaHOM  HUCIIOJIHUTENBHOW  BJIACTH,
VIOJTHOMOYEHHBIM B 0ONacTH oOecredeHruss (QPYHKIIMOHUPOBAHHUS TOCYHAAPCTBEHHOW CHCTEMBI
OOHapy>KeHHsI, TPEAYNPEKICHUS W JIMKBUJAIIMA TIOCJIEJCTBHHA  KOMIIBIOTEPHBIX aTrak Ha
nHpOpMaIMOHHbBIe pecypchl Poccuiickoit Denepanuu, st oOecrieueHus] KOOPAUHAIIMK JIEATEIIbHOCTH
CyOBEKTOB KpPUTHYECKOW HH(POpPMAIIMOHHOW WHPPACTPYKTYphl IO BOMpOcaM OOHapyKEHUs,
NPEOyNpeKACHUST W JUKBUAALMU TOCICACTBUM KOMIBIOTEPHBIX aTaKk M pearupoBaHUs Ha
KOMITBIOTEPHBIC MHITUACHTHI (J1ajiee - HAMOHAIBHBIN KOOPJAMHAIMOHHBIA IEHTP MO KOMIBIOTEPHBIM
MHIUACHTaM);

3) mnoapasneneHuss M JIOJDKHOCTHBIE JIMIA CYyOBEKTOB KpPUTHUECKOW HH(MOpMALMOHHON
UHPPACTPYKTYPBI, KOTOPbIE NPUHUMAIOT y4acTHe B OOHApPY)KEHUH, MPEIYNPEeKACHUU M JTUKBUAALUU
MOCTIeICTBUM KOMIIBIOTEPHBIX aTaK M B pearipoOBaHUU Ha KOMIIbIOTEPHBIEC MHIIUACHTHI.

3. CpexactBamy, TNpeAHA3HAYEHHBIMU Ui OOHAPYXKEHHUs, MNPEIYNPEKACHUS W JUKBUAALUU
MOCTICICTBU KOMIBIOTEPHBIX aTaK M pearupoBaHHsi Ha KOMITBIOTEPHBIC WHIMICHTHI, SBISIOTCS
TEXHUYECKHE, MPOrPpaMMHBIE, MTPOrpaMMHO-AIApaTHBIE W WHBIC CPEACTBA JJIsi OOHApYXKEeHHS (B TOM
quCciIe sl MOWCKA IPHU3HAKOB KOMITBIOTEPHBIX aTaK B CETAX JJIEKTPOCBSA3M, HMCHOJIB3YEMbIX IS
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OpraHu3al B3aUMOJIEHCTBUA OOBEKTOB KPUTHYECKOM HHGPOPMALMOHHON HHPACTPYKTYpHI),
NPeIyNpeKACHUs, JTUKBUIANN TOCIEICTBUIA KOMITBIOTEPHBIX aTak M (Wian) oOMeHa uH(popMalue,
HEOO0X0IUMOW CyOBEKTaM KPUTUYECKOH HH(POPMAIMOHHOW HWHQPPACTPYKTYphl NPH OOHAPYKEHHUH,
NpenynpeXAeHnd ©  (WIM) JUKBUAALWU  TIOCIEACTBUH  KOMITBIOTEPHBIX  aTrak, a TakkKe
KpunTorpaguueckue cpesicTBa 3allUThl TAaKOW HH(OPMALINH.

4. HauuoHalbHBIM KOOPIWHAIIMOHHBIM LIEHTP MO KOMIBIOTEPHBIM HMHIUJEHTAM OCYIIECTBIISET
CBOIO JIEATEIBHOCTh B COOTBETCTBUU C IOJOKEHHEM, YTBEPKAAEMbIM (elepalbHbBIM OpPraHOM
WCTIONHUTENILHON  BJIAcTH, YIOJHOMOYEHHBIM B oOjactu oOecriedeHus (QYHKIMOHUPOBAHUS
TrOCYy/IapCTBEHHOW CHCTEMBI OOHApPY)XCHHS, TMPEAYNPESKICHUS W  JHKBUIAIWH  TOCICIACTBUN
KOMITHIOTEPHBIX aTak Ha WH(opMaImoHHbIe pecypcebl Poccuiickoit Denepanum.

5. B rocymapcTBeHHO# cucTeMe OOHApYKEHUS, MPEIyNpeKICHUS W JIMKBUIAIUUA TIOCIEACTBUN
KOMIIBIOTEPHBIX aTak Ha uHGopMalmoHHbIe pecypchl Poccuiickoit denepanul OCyeCTBISIOTCS cOop,
HAKOIUICHHWEe, CUCTEMaTH3alusl U aHalu3 MHQPOpMAIMH, KOTOpas MOCTyNaeT B JaHHYIO CHUCTEMY 4Yepe3
CpeICTBa, TpeJHA3HAUYCHHbIC Ml OOHApYXEHHS, NPEAYNPEKICHUS W JHUKBUAAIMHU TOCIEICTBUN
KOMITBIOTEPHBIX ~ aTaK, WHPOpPMAIMK, KOTOpas MPEACTABISACTCS CyOBEeKTaMH  KPUTHYECKOU
WH()OPMAMOHHOW ~ WHQPPACTPYKTYpPHl W (elepaibHBIM  OPraHOM  HCIIOJIHUTEIBHOW  BJIACTH,
VIIOJITHOMOYEHHBIM B oOjacTu  oOecriedeHus: 0€30MacHOCTH  KPUTHYECKOHW  HHGOPMAIIMOHHON
unppactpyktypsl Poccuiickoii ®enepanyu, B COOTBETCTBUH C MepeyHeM HMHGOpMalUU U B MOPSAIKE,
onpeaenseMbMi  (eepalbHbIM OpPraHOM HCTIOJIHUTEIBHOM BIIACTH, YIIOJHOMOYEHHBIM B OO0JIACTH
obecrnievueHrss (QYHKIIMOHUPOBAHUS TOCYJApPCTBEHHON CHUCTEMBl OOHApYKEHUs, MPEAYNPEKIACHUS U
JUKBHJIAIIUU TIOCTCACTBUN KOMITBIOTEPHBIX aTak Ha HWHQOpPMAIMOHHBIE pecypchl Poccuiickoii
Oenepanun, a TaKke WHPOPMAIUH, KOTOpas MOXKET IMPEACTABISATHCS WHBIMH HE SBISIONTUMUCS
cyObeKTaMu KpUTHUYECKOW HH(POPMAIMOHHONW HH(PPACTPYKTYpHl OpraHaMH W OPTraHU3AIUsSIMU, B TOM
YUCJIE€ THOCTPAHHBIMHU U MEXKTyHAPOIHBIMHU.

6. denepanbHbIi OpraH HCHOJIHUTENBHOM BJIACTH, YNOJHOMOYEHHBIH B 00jacTu obecredeHus
(YHKIIMOHMPOBAHUSI TOCYAAPCTBEHHOW CHCTEMBbl OOHApY>KEHHs, NPEAYNpPEXACHUS M JIMKBHIAIUMH
MOCTICICTBUM KOMIIBIOTEPHBIX aTak Ha HH(pOpManuoHnHsle pecypcesl Poccuiickoit ®enepanum,
OpraHu3yeT B YCTAaHOBJICHHOM UM TIOpPSIKE 0OMeH WH(pOopManreil 0 KOMITBIOTEPHBIX UHIIMICHTAX MEXKITY
CyOBbeKTaMU KpUTHYECKOM WH(MOPMALMOHHOW HMHPPACTPYKTYpbl, a Takke MEXIy CyObeKTaMu
KPUTHYECKOH HH(POPMALMOHHOW HHPPACTPYKTYpPbl M YIHOJIHOMOYEHHBIMH OpIraHaMH HMHOCTPAHHBIX
roCyapCTB, MEXIYHAPOIHBIMM, MEXKAYHAPOAHBIMU HEIPABUTEIBCTBEHHBIMH OpraHU3alUsMU U
WHOCTPAaHHBIMU OPTaHU3ALMAMH, OCYIIECTBIISIONIUMH JIESTEIbHOCT, B 00JAaCTH pearupoBaHUs Ha
KOMIIBIOTEPHBIC UHIUICHTHI.

7. TlpemocraBieHWe W3 TOCYJApCTBEHHOH CHCTEMBI OOHApYXKEHHs, TPEAYNPEKICHUS U
JUKBUJAIMN TIOCJIEICTBHA KOMIIBIOTEPHBIX aTak Ha WHGOPMAIMOHHBIE pecypchl  Poccuiickoi
@denepalii CBEJICHUH, COCTABJISIONINX TOCYAapCTBEHHYIO JTMOO HMHYIO OXPAaHSIEMYIO 3aKOHOM TailHy,
OCYILIECTBIISIETCS B COOTBETCTBUHU € 3aKOHOJATENLCTBOM Poccuiickoit @enepannu.

Cratba 6. lMonHomouusa [Ipe3mpeHTa Poccunckon >Pegepaumm U OpraHoB
rocyaapcTtBeHHon Bnactm Poccunckon ®epepaumm B obnactu  obGecne4vyeHus
6e3onacHOCTN KpUTUYeCKom MHhopmMaLMoHHOMN MHDPACTPYKTYPbI

1. IIpesunent Poccuiickoit denepanuu onpenenser:

1) ocHOBHBIE HampaBJICHUS TOCYAAPCTBEHHOW MOJUTUKU B 00JIACTH oOecredeHus: 0€30MacHOCTH
KpUTHYECKON MH(POPMALTMOHHOW HHPPACTPYKTYPHI;
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2) denepanbHbIl OpraH HCIOJHUTENIBHONW BIIACTH, YNOJHOMOYEHHBIH B 00jacTu obecredeHus
0e301acHOCTH KpUTHYecKOi HH(pOopMarmoHHONH HHPpacTpyKTypbl Poccuiickoit denepanuu;

3) denepanbHbIi OpraH HCIOJHUTEIBLHON BIIACTH, YIOJHOMOUYEHHBIH B 00iacTu obecredeHus
(YHKIMOHMPOBAHUSI TOCYAApPCTBEHHOW CHCTEMBI OOHApYXKEHHs, NPEAYNPEkKACHUS W JTMKBHUIAINH
MOCJIEZICTBUM KOMITBIOTEPHBIX aTak Ha MH(opManroHHbIe pecypcebl Poccuiickoit denepanunu;

4) mopANOK CO3/IaHusl M 33/1a4d TOCYJapCTBEHHOM CHUCTEMbl OOHApYXEHHS, MPEAyNPeKACHUS U
JTUKBUJIAIIUU TIOCTEACTBUN KOMITBIOTEPHBIX aTak Ha HHQOpMAIMOHHBIE pecypchl Poccuiickoii
denepauuu.

2. IlpaButenbctBO Poccuiickoit denepaliny ycTaHaBIMBAET:

1) mDokazarenu KpUTEpPHEB 3HAYMMOCTH  OOBEKTOB  KPHUTHYECKOH  HMH(MOpMAIMOHHON
MH(QPACTPYKTYPHI U UX 3HAUEHUS, a TAKXKE HOPSIOK U CPOKH OCYLIECTBIICHUS UX KATETOPUPOBAHUS;

2) NOPAOK OCYILECTBIIEHUS TOCYJapCTBEHHOTO KOHTPOJIS B 00sacTH o0ecrnieueHus 0e301acHOCTH
3HAYMMBbIX 00BEKTOB KPUTHUECKON NH(POPMALIMOHHOMN HH(PPACTPYKTYPHI;

3) HOpsIOK MOATOTOBKH U MCIIOJIB30BAHMSI PECYPCOB €IMHOM CETH AJIEKTpOCBs3U Poccuiickoi
Qeneparun uia obOecrieyeHUs  (YHKIMOHUPOBAHUS ~ 3HAYUMBIX ~ OOBEKTOB  KPUTHYECKOM
nH(pOPMaLlMOHHON UHPPACTPYKTYPBHI.

3. ®enepanbHBI OpraH HCIOJHUTEIHLHOW BIJIACTH, YTMOJHOMOYCHHBIH B 0OJacTH oOecredeHus
0€30IaCHOCTH KPUTHYECKOW HH(POPMAIIMOHHON HHMpacTpyKTyphl Poccuiickoit denepanuu:

1) BHOCHT MNpEeAJIOKEHHS O COBEPLICHCTBOBAHMM HOPMATHUBHO-IIPABOBOIO pPETyJIUpPOBaHHUS B
obmacti obecrieueHHst OE30MAaCHOCTH KPUTHYECKON HH(pOopMalMoHHON HH(ppacTpykTypsl Ilpesunenrty
Poccuiickoit @enepanuu u (wnn) B IlpaBurensctBo Poccuiickoit @enepanuy;

2) yTBep)KIaeT MOPSAIOK BEJCHHS peecTpa 3HAYUMBIX OOBEKTOB KPUTHYECKOH MH(OpMAIMOHHON
MH(QPaCTPYKTYpPHI U BEAET JaHHBIN peecTp;

3) yrBepkaaeT popMy HampaBiieHUs! CBEIEHUH O pe3yJbTaTax MPUCBOEHUS OOBbEKTY KPUTHYECKON
MHPOPMALIMOHHON HMHQPPACTPYKTYpbl OJHOW M3 KaTeropuil 3HauuMocTH JHOO 00 OTCYTCTBUHU
HE00XOIMMOCTH NMPUCBOCHHS €My OJIHOM M3 TaKUX KaTeropuii;

4) ycranaBiuBaeT TpeOoBaHus O 00ECTICUCHHIO 0€301MaCHOCTH 3HAYUMBIX OOBEKTOB KPUTHUYECKOU
nH(OPMaLMOHHOU UHPPACTPYKTYPHI (TpeboBanus 1o o0ecrneveHuno 0€30MacHOCTH
WH(POPMAIIMOHHO-TEIICKOMMYHUKAITMOHHBIX ~ CETeH, KOTOPbIM MPHCBOCHAa OJHA W3 KaTeropui
3HaYMMOCTH M KOTOpBIE BKIIIOUEHBI B PEECTP 3HAYMMBIX OOBEKTOB KPUTHUYECKON HMH(MOPMAILMOHHOMN
UHPPACTPYKTYpPHl, YCTAaHABIMBAIOTCS 10 COINIACOBAHUIO C (hefepaibHbIM OPraHOM MCIOJHUTEIbHON
BJIACTH, OCYUIECTBIISIOIINM (YHKIMHU 1O BBIPAOOTKE M pealn3alud TOCYAapCTBEHHOW MOJIUTUKUA U
HOPMAaTHBHO-IIPABOBOMY PETYJIMPOBAHUIO B 00JACTH CBSI3M), a TaKkKe TPEOOBAHUS K CO3AAHUIO CHCTEM
0€30MacHOCTH TaKuX 00BEKTOB M 00ECIIEYeHUIO NX (YHKIIMOHUPOBAHUS (B OAaHKOBCKOH cepe U B MHBIX
chepax (uUHAHCOBOTO pBHIHKA YCTAaHABIMBACT YKa3aHHbIE TpPEOOBaHWS IO COTJACOBAHHIO C
HentpansabiM 6ankoM Poccuiickoit deneparun);

5) ocyuiecTBiIseT TOCYAAPCTBEHHBIH KOHTPOJIb B 00J1IacTH o0ecrieyeHHs 6€30MacCHOCTH 3HAUUMBIX
O0BEKTOB KpPUTHUECKOM HH(POPMALMOHHOW HH(PACTPYKTYphl, a TakkKe YyTBepxkaaeT (opMmy akTa
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MPOBEPKHU, COCTABIACMOTO 110 UTOT'aM IMPOBEACHUA YKA3aHHOI'O KOHTPOJIA.

4. denepanbHbIi OpraH HMCIOJHUTEIBHON BIACTH, YHOJIHOMOYEHHBIH B 00JacTH oOecredeHus
(YHKIMOHMPOBAHUSI TOCYAAPCTBEHHOW CHCTEMBI OOHApPYXKEHHs, NPEAYNpPEXKACHUS M JMKBHIAINH
MOCJIEZICTBUI KOMITBIOTEPHBIX aTak Ha HH(popMalnoHHbIE pecypcbl Poccuiickoit denepanuu:

1) BHOCHUT TPENJIOKEHHS O COBEPIICHCTBOBAHMH HOPMATHBHO-IIPABOBOTO PETYJIUPOBAHUS B
obnactu obecrieueHus: OE30MaCHOCTH KPUTHUECKOW MH(OpManmoHHOW MH(pAacTpyKTyphl IIpesnnenty
Poccuiickoit ®eneparuu u (wnn) B [IpaBurensctBo Poccuiickoit ®deneparuy;

2) co3jmaeT HAUMOHAJIBHBIM KOOPAMHALMOHHBIM LEHTP MO KOMIIBIOTEPHBIM HWHIMJIEHTAM U
YTBEPKAAET [OJIOKEHUE O HEM;

3) KOOpIMHUPYET IEATENbHOCTh CyOBEKTOB KPUTHUECKON MH(POPMALIMOHHON HHPPACTPYKTYPHI 110
BOIIpocaM OOHapyXeHHs, MPEAYNPEeKIECHUS U JUKBUJAIMM TOCIEICTBUNH KOMIIBIOTEPHBIX aTaKk u
pearupoBaHus Ha KOMIIBIOTEPHBIE UHLIUICHTHI;

4) opraHuzyer M OPOBOJUT OLIEHKY O€30MacHOCTH KPUTHYECKOW HH(DOpMAIMOHHON
UHPPACTPYKTYPBHI;

5) omnpenenser mnepedyeHb WH(DOPMAIMH, TMPEACTABISAEMON B TOCYJAAPCTBEHHYIO CHCTEMY
OOHapy>XeHHs, TPEIyNPEeKICHUS ¢ JIMKBUJAIMKA TOCJICACTBHH  KOMIIBIOTEPHBIX aTak Ha
nH(popmanmoHHbie pecypcebl Poccuiickoit denepannu, v DOPSJIOK €€ MPEACTaBICHUS;

6) yTBepXkaaeT HOpAaoK HHPOpMUpPOBaHUS (eaepaqbHOro OpraHa HCIHOJHUTENIBLHOM BIIACTH,
YIOJHOMOYEHHOTO B obOsnactu obecriedeHus] (YyHKIIMOHUPOBAHMUS TOCYJAPCTBEHHON CHCTEMBI
OOHapyXeHHs, TMPEAYNPEeKICHUS U  JUKBUJAIIMM  TOCIEICTBUH  KOMIBIOTEPHBIX aTak Ha
nHpopManroHHble pecypcsl Poccuiickoin denepanuy, 0 KOMIBIOTEPHBIX MHIUICHTAX, PearupoOBaHUS
Ha HUX, OPUHATHS MEp 10 JMKBHAAIMH TIOCJIEICTBHN KOMIIBIOTEPHBIX aTakK, IMPOBEJACHHBIX B
OTHOIIIEHWU 3HAYUMBIX OOBEKTOB KPUTHUYECKONW HH(POPMAIMOHHONW HHPPACTPYKTYpHl (B OaHKOBCKOM
chepe u B UHBIX chepax (PUHAHCOBOTO PHIHKA YTBEPXKAAET YKa3aHHBIN MOPSJIOK MO COTJIACOBAHMIO C
HenTtpansueiM 6ankoM Poccuiickoit denepanun);

7) yTBepKIaeT MOpsJoK oOMeHa uWHGpOpManuedl O KOMIBIOTEPHBIX HHIUACHTAX MEXIY
CyObEeKTaMU KpPUTHYECKOW HH(POPMALMOHHON HHQPPACTPYKTYPHI, MEXKIY CYyOBEKTaMU KPUTHUECKOH
MHPOPMAMOHHON WHQPACTPYKTYPHl M YIOJIHOMOYEHHBIMH OpTraHaMH HWHOCTPAaHHBIX TOCYIapCTB,
MEXTyHApOAHBIMH, MEXKIYHAPOJAHBIMH HETPABUTECILCTBCHHBIMH OPTaHU3AIUSIMH W WHOCTPAaHHBIMHU
OpraHM3alMsIMU, OCYIIECTBISIOIUMH AEATEIBHOCTh B OOJIACTH pEarupoBaHUs HA KOMIIBIOTEPHBIC
WHOUACHTB, a Takke [OpANOK TIOJNydyeHUs CyObeKTaMH KPHTHYECKOH HH(POPMAIMOHHOM
UHPPACTPYKTYpsl HMH(OpMAIMK O CpeAcTBaxX M cHoco0ax MpPOBEAECHUS KOMIBIOTEPHBIX aTak M o
METOax MX MPEeAyNpeKICHHUS U OOHAPYKEHHS;

8) opraHuzyeT YCTaHOBKY Ha 3HAUYUMBIX OOBCKTaX KPUTHUECKOH HH(POPMAIIMOHHOM
HHQPACTPYKTYPBI M B CETAX DIIEKTPOCBS3W, HCIOIB3YEMBIX JUIS OPTaHWU3AWHA B3aUMOJCHCTBUS
OOBEKTOB KPHUTHUYECKOH WH(MOPMAIIMOHHON HHQPACTPYKTYphI, CpPEACTB, TPEAHA3HAYCHHBIX LIS
OOHapy KeHHUsI, PEIYTPESIKACHUS U JIMKBUIAIMU TTOCIICICTBUI KOMITBIOTEPHBIX aTaKk U PearipoOBaHUs HA
KOMITBIOTEPHBIC UHITU/ICHTHI,

9) ycranaBimuBaeT TpeOOBaHWS K CpEICTBaM, IpeIHA3HAUYEeHHBIM Ui  OOHapy)KeHus,
NPEOyNpeKACHUST W JTUKBUAALWU TOCICICTBUM KOMIBIOTEPHBIX aTaKk M pearupoBaHUsl Ha
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KOMIIBIOTCPHBIC MHIITUJACHTHI;

10) yTBep)KgaeT HOPSIOK, TEXHUYECKHUE YCIOBUS YCTAHOBKM M OKCIUTyaTallid CpPENCTB,
MpeIHA3HAYCHHBIX JIJIsi OOHAPYKEHUS, MPEAYNPESKICHUS U JIMKBUAANUN MOCIEACTBIUI KOMITBIOTEPHBIX
aTaKk ¥ pearupoBaHHs HA KOMIIBIOTEPHBIC MHIUICHTHI, 32 MCKIIFOUCHUEM CPEJCTB, MPEIHA3HAUYCHHBIX
JUTS TIOWICKA TMPU3HAKOB KOMITBIOTEPHBIX aTaK B CETAX AJICKTPOCBS3H, UCTIOIB3YEMBIX IS OpPTraHU3alun
B3aUMOJICHCTBUS 00BEKTOB KpUTUUECKOW MH(MOPMAITMOHHOW HHMPACTPYKTYpHI (B OaHKOBCKOM chepe u
B MHBIX c(epax (UHAHCOBOTO PHIHKA YTBEP)KIACT YKa3aHHBIE MOPSIOK M TEXHUYECKHE YCIOBUS IO
cormacoBanuio ¢ LlenrpanpabiM 6ankoM Poccuiickoit @enepariun).

5. @enepanbHbI OpraH MCIOJHUTEIHHON BIACTH, OCYLIECTBISIOMMNN (DYHKIIUU MO BBIPAOOTKE U
peanu3aliy rocy1apcTBEHHON MOJMTHKH M HOPMAaTHBHO-TIPAaBOBOMY PET'yJIMPOBAHUIO B 00JIaCTH CBSI3H,
YTBEPKIAeT M0 COTNIACOBAHMIO C (pe/iepaibHbIM OPraHOM HUCIIOJIHUTEIBHOMN BJIACTH, YIIOJHOMOUYEHHBIM B
obmactu  obecriedeHuss  (QYHKIMOHMPOBAHUS  TOCYJApCTBEHHOM  cucTeMbl — OOHapy’KeHUs,
NPeNyNpeKACHUs U JTUKBUIALMN TOCIEACTBUA KOMIBIOTEPHBIX aTaK Ha MH(OPMAIMOHHBIE PECYpChI
Poccuiickoii denepanuy, NOPANOK, TEXHUYECKHME YCIOBHMS YCTAHOBKM M JKCIUIyaTalldd CpPEICTB,
IIpEAHA3HAYEHHBIX IS [IOUCKA IPU3HAKOB KOMIIBIOTEPHBIX ATAK B CETAX JIEKTPOCBA3H, UCIIOIb3YEMbIX
IUTSL OPTaHU3AIMH B3aUMOICHCTBHS 00BEKTOB KPUTUYECKON HH(DOPMAITMOHHON HHPPACTPYKTYPHI.

Cratba 7. KateropuypoBaHue OOBLEKTOB KPUTUYECKON UHGDOPMaLMOHHOMN
MHDPaCTPYKTYpbI

1. KareropupoBanue o0beKTa KPUTHUECKON HHPOPMAIMOHHOW HH(PACTPYKTYPHI MPEACTABISET
cOOOH YCTaHOBJIGHHWE COOTBETCTBHA OOBEKTa KPUTHYECKOH HH(OPMAIIMOHHONW HH(PACTPYKTYpHI
KPUTEPHSIM 3HAYMMOCTH W TIOKa3aTelssM WX 3HAYCHWH, NPUCBOCHHE €My OJHOW W3 KaTeropuit
3HaYMMOCTH, TIPOBEPKY CBEICHUIN O Pe3yJIbTaTax €€ MPUCBOCHHUSI.

2. KaTeropHpOBaHHe OCYHICCTBJIACTCA UCXOOS U3:

1) conmanbHOM 3HAYMMOCTH, BBIPAXKAIOIIEHCS B OLIEHKE BO3MOXKHOTO yIepOa, MPUYMHSEMOTO
KHU3HH WA 3I0POBBIO JIIOJCH, BO3MOXHOCTH NpPEKpalleHUs WIM HapylmleHHus (YHKIMOHUPOBAHUS
O00BEKTOB OO0ECTIeYCHUsI >KU3HEICITEIbHOCTH HACENEHHs, TPAHCIIOPTHOW WHQPACTPYKTYpPHI, CETeH
CBSI3M, a TaKXKe MAaKCHMaJbHOM BPEMEHH OTCYTCTBHSI JOCTYNa K TOCYAApCTBEHHOW YCIIyre IUIst
MOJIy4JaTesiel Takou yCiIyru;

2) NOJIUTHYECKOH 3HAUYMMOCTH, BBIPAXKAIOLIECHCS B OLIEHKE BO3MOXHOIO NpPUYMHEHHs yiuepOa
nHrepecaM Pocculickoit Penepanyy B BOIPOCaX BHYTPEHHEN U BHEIIHEH ITOJIUTUKY;

3) SKOHOMHYECKON 3HAYMMOCTH, BBIPAXKAIOIIEHCS B OLIEHKE BO3MOXHOTO IPUYUHEHUS IIPSIMOTO U
KOCBEHHOT0 yiiep0a cyObeKTaM KpUTHYECKOH nH(pOpMalmoOHHON HHQPACTPyKTyphl U (1K) OropKeTaM
Poccuiickoit denepanmu;

4) 5KOJOrMYeCKON 3HAYMMOCTH, BBIPAXKAIOIIEHCS B OIICHKE YPOBHSI BO3/ICUCTBUS HA OKPYKAIOIIYIO
cpeay;

5) 3HaYMMOCTH OOBEKTa KPUTHYECKON HMH(POPMAIMOHHON WH(PACTPYKTYphl Ui OOECICUeHHs
00OpOHBI CTpaHbl, 0€30IACHOCTH TOCYAAPCTBA U MPABOTIOPSIKA.

3. YcraHaBIMBAOTCA TPH KAaTETOPHH 3HAYUMOCTH OOBEKTOB KPUTHUYECKOW HH(GOPMAIIMOHHON
WHPPACTPYKTYPHI - IepBasi, BTOpast ¥ TPEThS.
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4. CyObeKTbl KpUTUYECKOH MH(POPMALMOHHON MH(PACTPYKTYyphl B COOTBETCTBUHU C KPUTEPHUIMU
3HAYUMOCTH W [OKA3aTeNIIMU MX 3HAYEHUM, a TaKKe HOPAIKOM OCYILIECTBIECHHS KAaT€rOpUpOBaHUS
MIPUCBAUBAIOT OJIHY M3 KaTErOpuil 3HAYMMOCTHU MPHHAJJICKALIIM UM Ha TpaBe COOCTBEHHOCTH, apEHIbI
WIA WHOM 3aKOHHOM OCHOBAHHMHU OOBEKTAM KPUTHUECKOW MH(POPMALMOHHOW MHPpacTpyKTyphl. Ecimu
00BEKT KPUTHUECKON MHPOPMAIIMOHHON MH(PACTPYKTYpbl HE COOTBETCTBYET KPUTEPUSM 3HAYUMOCTH,
IIOKA3aTeNsIM 9TUX KPUTEPUEB U UX 3HAUYCHUSIM, €My HE IIPUCBANBACTCS HU OJHA U3 TAKUX KaTErOpPHil.

5. CsenmeHuss o0 pe3ynbTarax TMPUCBOCHHUS OOBEKTY KPUTHUECKOH HWHGPOPMAIMOHHOMN
UHPPACTPYKTYPHI OJHOM M3 KaTeropuil 3HAYMMOCTH JINOO 00 OTCYTCTBHM HEOOXOJUMOCTH MPUCBOCHUS
€My OJHOW W3 TaKUX KaTeropuil CyObeKThl KPUTHUECKOW WH(POPMAIMOHHON HHOPACTPYKTYpHl B
MMMCbMEHHOM BHJ€ B JECATUAHEBHBIM CPOK CO JHS TNPHUHSATHS MMM COOTBETCTBYIOIIETO pPEILEHUs
HampaBJIAIOT B (deaepanbHbld OpraH HCIOJHUTENBHON BIIACTH, YIOJIHOMOYEHHBIH B o0nactu
obecrieueHruss 0€30MaCHOCTH  KPUTHYECKOHW HMH(POPMAIMOHHONW  HMH(PPACTpyKTypbl  Poccuiickoit
®denepaiy, Mo yTBEPKIACHHON UM dopMe.

6. denepanbHBIi OpraH HCIOIHUTEIBHON BIIACTH, YINOJHOMOYCHHBIH B 00JACTH oOecreueHUs
0€30MacHOCTH KPUTHUYECKOH uHpOpManMOHHON uHpacTpyKTypsl Poccuiickoit ®enepauuu, B
TPUJILATUAHEBHBIA CPOK CO JHS MOJYYEHHUs CBEICHMI, YKa3aHHBIX B YAaCTH 5 HACTOAILEH CTaThH,
MPOBEPSIET COOJIFOJICHUE TOPSAKA OCYIIECTBICHHUS KAaTErOPUPOBAHUS M TMPABWIBHOCTH TPHUCBOCHHS
00BEKTY KPUTHYECKON WH(MOpMAIMOHHOW WHEOPACTPYKTYpPhl OJHOW M3 KaTETOpPHH 3HAYMMOCTH JIHOO
HEMPUCBOEHUS €My HU OJIHOM U3 TaKMX KaTeropuil.

7. B ciyuae, ecnu CyOBEKTOM KPUTHYECKOH HH(POPMAIMOHHON HHQPPACTPYKTYpHI COOIIONEH
HOPSJIOK OCYIIECTBJICHUSI KAaTErOPUPOBAHUS W MPHHAJISKALNIEMYy €My Ha IpaBe COOCTBEHHOCTH,
apeH/Ibl WM WHOM 3aKOHHOM OCHOBAHHU OOBEKTY KPUTHYECKOH MHPOPMALMOHHOW HMH(PACTPYKTYpHI
MPaBWJIbHO MPHUCBOEHA OJIHA U3 KaTeropuil 3HAUMMOCTH, (pe/iepabHbIi OpraH UCIOJHUTENIBHOM BIAaCTH,
YIOJIHOMOYEHHBIH B  oOsiacTh obecrnedeHuss O€30MacCHOCTH  KPUTHYECKOHW  HMH(pOpMAILMOHHOMN
uHpacTpykTypsl Poccuiickoit denepanyy, BHOCUT CBEACHHS O TaKOM OOBEKTe KPUTHYECKOH
MHPOPMALMOHHON MH(PACTPYKTYpHl B peecTp 3HAYUMBIX OOBEKTOB KPUTHUECKOW HMH(MOpMAIMOHHON
UHPPACTPYKTYpPBl, O YeM B JIECATHIHEBHBIH CpPOK YBEAOMIIAETCS CYOBEKT KPHUTHYECKOMH
MH(OPMaLMOHHON UHPPACTPYKTYPBHI.

8. B ciydae, ecnu denepasbHBIM OpraHOM HUCTIOJIHUTEILHOM BIACTH, YIIOJTHOMOYEHHBIM B 00JIaCTH
obecrieueHruss 0€30MaCHOCTH  KPUTHYECKOH HMH(POPMAIMOHHONW  HMH(PPACTpyKTypbl  Poccuiickoit
@denepanyivi, BBISIBICHBI HapYIIECHUS MOPSJIKA OCYHIECTBICHUS KAaTETOPUPOBAHHS U (MIH) OOBEKTY
KPUTHYECKOH HWH(POPMALMOHHON HHQPACTPYKTYpHl, NpUHAIIEKAIIEMy Ha NpaBe COOCTBEHHOCTH,
apeH/Ibl WK MHOM 3aKOHHOM OCHOBaHHMH CYOBEKTY KPUTHUECKOH MH(POPMALMOHHON MHPPACTPYKTYPHI,
HETPaBWIIBHO TPUCBOCHA OJIHA W3 KATErOpHi 3HAYUMOCTH M (WMJIM) HEOOOCHOBAaHHO HE TPUCBOCHA HU
OJlHA W3 TakuX Kareropuit u (M) cyOBEeKTOM KpUTHUECKONW HH(OPMALMOHHOW HHQPPACTPYKTYpbI
MIpPE/ICTAaBJICHbl HEMOJHbIE U (WJIM) HEJOCTOBEPHBIC CBEIEHHUS O pe3yibTaTax IMPUCBOCHUS TaKOMY
00BEKTY KPUTHUECKON MH(DOPMALIMOHHONW HHPPACTPYKTYPhI OAHON U3 KaTEropHil 3HAYUMOCTH MO0 00
OTCYTCTBUM HEOOXOAMMOCTH MPUCBOCHHUS €My OJHOH M3 TaKUX KaTeropui, QenepaibHbIl opra
WCTIOJTHUTEIIBHOW BJIACTH, YIOJHOMOYEHHBIH B oOnacTé obecrieueHHst OE30MAaCHOCTH KPHUTUYECKOM
nHpopManoHHOH HHPpacTpykTypbl Poccuiickoit denepaunu, B AECITUIHEBHBIM CpPOK CO JIHSA
MOCTYIUICHUS TPEJCTaBICHHBIX CBEJCHUN BO3BpAIllae€T UX B MUCbMEHHOM BHUE CyOBEKTYy KpUTHUYECKON
nH(pOpMalMOHHON HHPPACTPYKTYPBI C MOTUBUPOBAHHBIM OOOCHOBAaHMEM IPUYHMH BO3BpATa.

9. CyObekT KpuUTHUECKOM  HMHPOPMALMOHHOW  HMH(PACTPyKTypbl  IOCIE  MOJYy4EHUS
MOTHBHPOBAHHOIO 0OOCHOBAHMUS MPUYHMH BO3BpaTa CBEICHUH, YKa3aHHBIX B YaCTH 5 HACTOSAIIEH CTAaThH,
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He Oosiee 4yeM B JICCATUIHEBHBIH CPOK yCTpaHSeT OTMEUYCHHBIC HEJOCTATKH U MOBTOPHO HAIPABISET
TaKkue CBeleHUs B (efepasibHbIi OpraH MCIOJHUTEIBHON BJIACTH, YMOJHOMOYEHHBI B 001acTH
obecrieyeHnss 0E30MACHOCTH  KpUTHUYECKOW uWHpOpManuoHHON wuHbpacTpykTypel Poccuiickoii
denepanuu.

10. Csenmenuss 00 OTCYTCTBUM HEOOXOJWMOCTH TPUCBOCHHUS OOBEKTY KPUTHUECKOM
MHPOPMALIMOHHON MHQPACTPYKTYphl OJHOW U3 KaTeropuil 3HAYMMOCTH IIOCIE HX IPOBEPKHU
HanpaBJsIOTCAd  (peiepalbHbIM OPraHOM HCHOJHMTENbHOM BIIACTH, YHNOJHOMOYEHHBIM B 001acTH
obecrieyeHnss 0€30MAaCHOCTH  KpUTHUYECKOW uWHpoOpManMoHHON wuHppacTpykTypel Poccuiickoii
@enepan, B TOCYJAapCTBEHHYIO CHCTEMY OOHApyXeHHUs, MPEAyNpPeKICHUS W JIMKBHIAINH
MOCJIEACTBUIM KOMIBIOTEPHBIX aTak Ha MH(popMalmoHHble pecypcbl Poccuiickoit denepaunu, o yem B
JIECSITUITHEBHBIN CPOK YBEIOMIISIETCS CYOBEKT KpUTUUYECKON HH(DOPMALIMOHHON HHPPACTPYKTYPHI.

11. B ciayuae HempencTaBieHUsT CYOBEKTOM KPUTHUECKOW HMHGOPMAIMOHHOW HH(PPACTPYKTYPHI
CBEICHMIA, yKa3aHHBIX B YaCTU 5 HACTOAIICH cTaThu, (penepaibHbIi OpraH MCIOJHUTEIHHON BIACTH,
YIOJIHOMOYEHHBIH B oOsacT oOecredeHuss O€30MacHOCTH  KPUTHYECKOH  HH(POpMAIMOHHON
uHdpacTpykTypsl Poccuiickoit dexepannu, HanpaBiIsIeT B aapec yKa3aHHOTO cyObekTa TpeboBaHHE O
HEOO0XOIMMOCTH COOJTIOCHUS TIOJI0KEHUH HACTOSIICH CTaThU.

12. Kareropuss 3Ha4MMOCTH, K KOTOPOM OTHECEH 3HAUYUMbI OOBEKT KPUTHYECKOM
MHPOPMALIMOHHON HMHQPACTPYKTyphbl, MOXKET OBITh HW3MEHEHa B MOPAAKE, MPEeIlyCMOTPEHHOM s
KaTEerOpupoOBaHus, B CIECAYIOIINX CIydasx:

1) mo MOTHBHPOBAaHHOMY pELICHHIO (elepaJbHOr0 OpraHa MCIOJHUTEIbHON  BIACTH,
YIIOJIHOMOYEHHOT0 B 00jacTh oOecreyeHus Oe30MacHOCTH KPUTHUECKOW  HH(GOpMAIMOHHON
uHppacTpykTypsl Poccuiickoit ®@enepanum, OpUHATOMY IO pe3yJibTaTaM IPOBEPKH, NMPOBEIECHHOU B
paMKax OCYIIECTBICHHUS TOCYJapCTBEHHOTO KOHTPOJsi B o00Oiactu obOecrnedeHus 0e30MacHOCTH
3HAYMMBbIX OOBEKTOB KPUTUUECKON NH(POPMALIMOHHON HH(PPACTPYKTYPHI;

2) B ciay4ae U3MEHEHHs 3HAaUUMOro 00beKTa KpUTHUECKOH HH(POPMAIMOHHONW HHPPACTPYKTYpPHI, B
pe3yJbTaTe KOTOPOro Takoil 0ObEKT MepecTan COOTBETCTBOBATh KPUTEPHUSAM 3HAUMMOCTH M MTOKa3aTeNsIM
UX 3HaYCHUH, HA OCHOBAHUHU KOTOPBIX €My ObljIa MPUCBOCHA OTIPE/ICIICHHAs KaTerOpHsl 3HAYMMOCTH;

3) B CBiI3M C JHUKBUAALMEH, peopraHu3anueil cyObeKTa KPUTHYECKOW WH(GOPMAIIMOHHON
UHQPACTPYKTYPHI U (UIIM) U3MEHEHHEM €r0 OpraHU3allIOHHO-IIPaBOBON (POPMBI, B pe3ysIbTaTe KOTOPBIX
ObuUIM  W3MEHEHbl JMOO0  yTpaueHbl MpPU3HAKM CyOBEKTa KPUTHYECKOW  MH(POPMALMOHHOM

UHPPACTPYKTYPBHI.

Cratba 8. PeecTp 3HauyuMMbIX OOBLEKTOB KPUTUYECKOW WHGOPMaALMOHHOMN
MH(PaCTPYKTYpbI

1. B nmenax yuera 3HAYMMBIX OOBEKTOB KPUTHYECKOH HHGPOPMALMOHHON HHPPACTPYKTYpPbI
¢denepanbHBIi  OpraH WCHOJHUTENBHOM BIIACTH, YHNOJHOMOYEHHBII B oOjactu oOecrieueHHs
0€30MacHOCTH KpUTHYECKOM HHpopMarmonHoi wuHppacTpykTypsl Poccuiickoit deneparuu, BeneT
peecTp 3HAUUMBIX O0BEKTOB KPUTHUECKON MH(POPMAIMOHHONW MH(PPACTPYKTYPHl B YCTAHOBIEHHOM UM
nopsiKe. B maHHBIN peecTp BHOCATCS CIEAYIOIINE CBEICHHUS:

1) HauMeHOBaHKE 3HAYMMOT0 00BEKTa KPUTHUECKON MHPOPMAITMOHHON HHPPACTPYKTYPHI;

2) HauMeHOBaHUE CyObEKTa KPUTHUECKON HHPOPMAIIMOHHOM HH(PACTPYKTYPHI;
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3) cBeneHHS O B3aUMOJEHUCTBUU 3HAYUMOTO OOBEKTa KPUTHUYECKON HH(POPMAIMOHHOMN
UHGPACTPYKTYPHI U CETEH IIEKTPOCBSI3H;

4) cBefeHUs O JHIE, HKCIUTyaTUPYIOIIEM 3HAYMMBIH OOBEKT KPUTHYECKOH HH(DOpMAIMOHHON
UH(PaCTPYKTYpHI;

5) Kkareropusi 3HAYUMOCTH, KOTOpash MPHUCBOEHA 3HAYUMOMY OOBEKTYy KPUTHUYECKOMN
MH(POPMALMOHHON HHPPACTPYKTYPBHI;

6) cBeleHUS O HPOrPaMMHBIX U IPOrpaMMHO-AINApaTHBIX CPEACTBAX, MHCHOJIb3YyEMbIX Ha
3HaYMMOM OOBEKTE KPUTHUECKOM HH(POPMAIMOHHON HH(PACTPYKTYPHI;

7) Mepbl, MpHUMEHseMble UIs oOecreyeHus Oe30MacHOCTH 3HAYMMOTO OOBEKTa KPHUTUYECKON
nH(pOPMaLMOHHON UHPPACTPYKTYPBHI.

2. CBeneHus U3 peectpa 3HAUMMBIX OOBEKTOB KPUTHYECKOW MH(OPMALMOHHONW MHPPACTPYKTYPHI
HaNpaBJSIIOTCd B TOCYJapCTBEHHYIO CHUCTEMY OOHApy)KE€HUs, NPEAyNpexAeHUs W JUKBUAALUU
MOCTIeICTBUM KOMIIBIOTEPHBIX aTak Ha MHPOpMaLMOHHbIE pecypchl Poccuiickoil deneparui.

3. B ciaywyae yTparhl 3HaUMMbBIM OOBEKTOM KpPUTHUECKOM HH(POPMALMOHHOM HHPPACTPYKTYpPHI
KaTeropuu 3HAUYUMOCTH OH HCKJIIOYaeTcsi (peaepanbHbIM OpPraHOM —HCIHOJIHHUTENBHOW —BJIACTH,
YIOJHOMOYCHHBIM B 00NacTh oOecreueHuss Oe30MacHOCTH KPUTHUYECKOW  HH(DOPMAIIMOHHOMI
uHppactpyktypsl Poccuiickoit ®enepauuu, wu3 peecTpa 3HAUYUMBIX OOBEKTOB KPUTHYECKOU
nH(pOpMalMOHHON UHPPACTPYKTYPHI.

Cratba 9. lNpaBa U 06A3aHHOCTU CYyOBLEKTOB KpPUTUYECKOU WHGOpPMaALMOHHOMU
MH(paCTPYKTYpbI

1. CyObeKTsl KpUTHUECKOH HHPOPMAIIMOHHON HHPPACTPYKTYpbl UMEIOT MIPaBoO:

1) monydats OT (enepasbHOrO OpraHa MCIOJHUTEIbHON BJIACTH, YHOJHOMOYEHHOTO B 001acTH
obecrieyeHuss 0€30MAaCHOCTH  KpUTHUYECKOW uHpopManuoHHON uHppacTpykTypel Poccuiickoii
®eneparun, HHOpMAIHMIO, HEOOXOAMMYIO sl oOecrieueHHs O€30MacHOCTH 3HAYMMBIX OOBEKTOB
KPUTHYECKOH HH(POPMALMOHHOW WHQPPACTPYKTYPHI, NMPUHAICKAIIUX UM Ha MpaBe COOCTBEHHOCTH,
apeH/Ibl WM WHOM 3aKOHHOM OCHOBAaHUH, B TOM dYHCIE 00 yrposax 0e3omacHOCTH oOpabOaTbiBaeMOi
TaKUMU OO0BEKTaMH HH(GOPMAlMU M YSI3BUMOCTH MPOrpaMMHOro oOecredeHus, OO0OpYyJIOoBaHHUS U
TEXHOJIOTUH, UCTIOIb3YEMBbIX Ha TAKMX 00bEKTax;

2) B TOpsAKe, YCTaHOBJIEHHOM (enepalbHbIM  OpPraHOM  HCHOJHUTENBbHON  BIACTH,
YIOJIHOMOYEHHBIM B o0ylacTH oOecredeHuss (PyHKIMOHUPOBAHMS TOCYAAPCTBEHHOW CHUCTEMBbI
OOHapy>XeHHsI, TPEAYNPEXKICHUS W JIMKBUJAIIMA TIOCJIEJCTBHHA  KOMIIBIOTEPHBIX aTak Ha
nH(popMaloHHbIE pecypcbl Poccuiickoit @enepanuu, noaydarb OT yKa3aHHOTO OpraHa HH(OpMaLrio O
CpeICTBaxX U crocofax MpoBeIeHUsI KOMIIBIOTEPHBIX aTaK, a TaKKe O METOoAaX UX MPEeayNpexIeHUs U
0oOHapy KCHHUS;

3) npu Hamuuuu cornacus (enepanrbHOro opraHa MCHOJIHUTENBHOW BIACTH, YIOJHOMOYEHHBIM B
obmactu  obecriedeHus:  (QYHKIMOHMPOBAHUS  TOCYJApCTBEHHOM  cHCTEMBl  OOHapy>KeHHs,
npeaynpexKICHud W JIMKBUIAlUU HOCJIeI[CTBI/Iﬁ KOMIIBIOTCPHBIX aTaK Ha I/IH(bOpMaL[I/IOHHLIe PECYpPChL
Poccuiickoit ®@enepanuu, 3a CBOWM CYET MPUOOpPETaTh, apeHJ0BaTh, yCTAHABIWBATH M OOCITYKHBATh
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cpeacrBa, NpPCAHA3HAYCHHBIC JI O6H8.py>K6HI/IH, NpeaynpexKacHuss MW JMKBUAAIIUA MOCIIEACTBUM
KOMITIBIOTCPHBIX aTaK U pCarupoBaHUA Ha KOMIIBIOTCPHBIC HHIIUIACHTHI;

4) pa3pabaThiBaTh M OCYIIECTBIIATH MEPONPUATHUS O OOECIEUYCHHI0 OE30MaCHOCTH 3HAYMMOTO
00bEKTa KPUTHIECKOH HH(POPMAITMOHHON HHPPACTPYKTYPHI.

2. CyObeKTsl KpUTHUECKON HHPOPMAIIMOHHON HHPPACTPYKTYphl 00sI3aHBI:

1) He3aMemIuTENbHO HH(DOPMUPOBATH O KOMIBIOTEPHBIX HHIMJEHTaX (eaepaibHblii Opran
UCTIOJHUTENIBHOM  BJIAacTH, YHNOJHOMOYEHHbIM B oOnactu obOecriedeHuss  (YHKIHOHUPOBAHUS
TOCYJapCTBEHHON CcHCTEMBbl OOHApyKEHHs, TMpeIyNpeKIeHUs W JIMKBUIALMHM  IOCIEACTBUI
KOMIIBIOTEPHBIX aTak Ha MH(popMarmonHsie pecypcsl Poccuiickoit @enepannu, a Taxke LleHTpambHbII
O0ank Poccmiickoii @enmepanmu (B ciydae, eciu CyOBEKT KPHUTHYECKOH WH(POPMALMOHHOM
MH(QPACTPYKTYPhl OCYIIECTBISIET IEATEIbHOCTh B OaHKOBCKON cepe U B MHBIX cepax (PUHAHCOBOTO
pBIHKA) B YCTaHOBJICHHOM YyKa3aHHbIM (elepajbHbIM OpPraHOM HCIIOJHUTENIBHOW BIacTU Hopsake (B
0aHKOBCKOM cepe M B MHBIX chepax (UHAHCOBOIO PbIHKA YKAa3aHHBIM MOPSAJOK YCTaHABIMBAETCS IO
cornacoBanuio ¢ LlenTpanpabiM 6ankoM Poccuiickoii Deneparum);

2) oKka3bIBaTh COACUCTBHUE JOJDKHOCTHBIM JIMLIAM (heZiepalbHOTO OpraHa UCIIOJHUTEILHON BIIACTH,
YIOJTHOMOYEHHOTO B oOyacTi obOecriedeHus: (YHKIMOHHPOBAHUS TOCYIAPCTBEHHOW CHCTEMBI
OOHapy>KeHWsI, TPEAYNpPEKICHUS W JIMKBHJAIIMA TIOCIEJCTBHHA  KOMITBIOTEPHBIX aTrak Ha
uHpopManonnsle pecypcbl Poccuiickoit ®denpepanuu, B OOHapyXEHHH, NPEAYNPSKACHUH |
JUKBHIALNYU TIOCIEICTBUH KOMIBIOTEPHBIX aTaK, YCTAaHOBJICHUHM NMPUYMH M YCJIOBUH BO3HHKHOBEHUS
KOMIBbIOTEPHBIX MHIIUICHTOB,;

3) B cilydae yCTaHOBKHM Ha 00BEKTaX KPUTUYECKOH MH(POPMAIIMOHHON HHPPACTPYKTYPHI CPENCTB,
NpeJHa3HAYeHHBIX Ui 0OHApPYKEHUS, MPEIyNPEeKICHNAS U JIMKBHIAIMH MOCIEICTBUI KOMITBIOTEPHBIX
aTaKk W pearupoBaHHMs HAa KOMITBIOTEPHBIC WHIMICHTHI, OOCCIIEYMBATh BBITIOJHEHUE TMOPSKA,
TEXHUYECKUX yCIOBUI yCTAaHOBKH M DKCIUTyaTallH TAKUX CPEICTB, UX COXPAHHOCTb.

3. CyObekTbl KpUTHYECKOH MH(OPMAIMOHHON MH(QPACTPYKTYphl, KOTOpPHIM Ha IpaBe
COOCTBEHHOCTH, apeH/Jbl WJIM HHOM 3aKOHHOM OCHOBAaHMHU NPUHAIICKAT 3HAYMMBIE OOBEKTHI
KPUTHYECKOH HWH(POPMALMOHHOW HWHQPPACTPYKTYPHl, Hapsily C BBIIOJIHEHUEM OOS3aHHOCTEH,
MIPEyCMOTPEHHBIX YaCThIO 2 HACTOAIICH CTaThbU, TAK)KE OOSI3aHbI:

1) cobmrogate TpeGoBaHMsI TIO OOECreYeHUI0 0E30MaCHOCTH 3HAYMMBIX OOBEKTOB KPUTHUYECKOU
MHPOPMALIMOHHON HHQPPACTPYKTYpbl, YCTAHOBJEHHbIE (DeAepaIbHBIM OPraHOM MCIOJHUTEIbHON
BJIACTH, YMOJIHOMOYEHHBIM B 00JacTH oOecreyeHus O0e30MacHOCTH KPUTHYECKON HH(pOpMAILMOHHON
uHppacTpykTypsl Poccuiickoit denepanmu;

2) BBITIOJHATH MPEANMUCAHUS JODKHOCTHBIX JIHI (peIepabHOTO OpraHa MCIIOJIHUTEIHHON BIACTH,
VIOJHOMOYCHHOTO B oOyiactu  oOecriedeHHsi O€30MAaCHOCTH  KPUTHYCCKOW  HH(DOPMAIIMOHHOM
uHppactpyktypsl Poccuiickoit denepaunu, 00 yCTpaHEHHMM HapyUIEHHM B 4YacTU COOJIOJIEHUS
TpeOOBaHUI 1O OOeCIeUYeHHI0 OE30MaCHOCTH 3HAYUMOTO OO0BEKTa KPUTHYECKON HH(POPMAIMOHHOM
UH(PACTPYKTYPHI, BbIIAHHBIE STUMH JIUIIAMU B COOTBETCTBHH CO CBOEH KOMIIETEHIIUEH;

3) pearupoBaThb Ha KOMIBIOTEPHBIC HHIMIEHTHI B TMOPSJAKE, YTBEPXKACHHOM (enepaabHbIM
OpPraHOM HCIIOJHUTEIBHON BJIACTH, YIOJHOMOYEHHBIM B OOJIaCTH oOecredeHus (PyHKIMOHUPOBAHHS
rOCy/IapCTBEHHOW CHUCTEMBbl OOHAapy)X€HHs, TMPEAYNPEeXKICHHs UM JMKBUIALMM  MOCIEACTBUN
KOMITBIOTEPHBIX aTak Ha MH(pOpMaIMOHHbIe pecypchl Poccuiickoit denepanyy, TpUHUMATh MEPHI 110
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JUKBUAALMYU TOCIEACTBUIl KOMIBIOTEPHBIX aTaK, NPOBEIEHHBIX B OTHOUIEHWH 3HAYUMBIX OOBEKTOB
KpUTHYECKON MH(POPMALTMOHHOW HHPPACTPYKTYPHI;

4) obecneunBaTh OECHPEIMSATCTBEHHBIA JOCTYIl JOJDKHOCTHBIM JIHMIIaM (heAepalibHOTO OpraHa
UCTIOJTHUTEIBHON BJIACTH, YNMOJHOMOYEHHOro B oOyacTu oOecrieueHHs Oe30MacHOCTH KPUTHUYECKOH
nHpopManoHHON uH(ppacTpykTypsl Poccuiickoii denepanun, K 3HaYMMbIM OOBEKTaM KPUTHYECKON
MHGOPMALMOHHON MH(PACTPYKTYphI IPH peaIn3aluy STUMH JIMLAMH TOJTHOMOYMH, IPEIYyCMOTPEHHBIX
crarbell 13 HacTosAmero denepaabHOro 3aKOHa.

Cratba 10. Cuctema 6e30NacHOCTM 3HAYMMOro OOBLEKTa KPUTUYECKOW
MH(OPMaLNOHHON MHPPACTPYKTYPbI

1. B mensx obOecriedeHusi 0€30MaCHOCTH 3HAYMMOTO OOBEKTa KPHUTUYECKOH HH(MOPMAIIMOHHON
UHQPPACTPYKTYPhl CYOBEKT KPUTHUYECKOW WH(POPMAIMOHHON WHQPPACTPYKTYPHl B COOTBETCTBHU C
TpeOOBaHUSAMH K CO3/IaHUIO0 CHUCTEM O€30MaCHOCTH TaKMX OOBEKTOB M OOECIEUYEHUIO0 HUX
(YHKIMOHMPOBAHUS,  YTBEPXKICHHBIMH  (DeZiepalibHBIM  OpPTaHOM  HWCIIOJIHUTENBHOW  BIJIACTH,
VIOJHOMOYCHHBIM B 001acTh oOecreueHus: Oe30MacHOCTH KPUTHUYECKOW  HH(DOPMAIIMOHHOMI
uHppacTpykTypsl Poccuiickoit ®enepanuu, co3laeT CUCTEMY O€30MacHOCTH Takoro oObeKTa u
obecrieunBaet ee (HyHKIIMOHUPOBAHUE.

2. OCHOBHBIMM 3a/ladyaMH CHCTE€Mbl 0€30HaCHOCTH 3HAYMMOro OOBEKTa KPUTHUYECKOU
MHPOPMALMOHHON HH(PPACTPYKTYPHI ABISIOTCA:

1) mpenoTBpalieHHe HENMPaBOMEPHOIO OCTyna K HH(popMaruu, oOpadaTeiBaeMoil 3HAYUMBIM
00BEKTOM KPUTHYECKOW WH(POPMAIMOHHON HH(PACTPYKTYpBI, YHUUTOXKEHUS Takoil mH(popMalmu, ee
MOJUGUIIMPOBAHUS, OJIOKUPOBAHHS, KOIMPOBAHMS, TPEIAOCTABICHHS M PACIPOCTPAHCHHUS, a TaKKe
MHBIX HETIPaBOMEPHBIX JEHCTBHI B OTHOIICHUU TaKOW MH(OpMaIny;

2) HesOTyIICHNE BO3ACHCTBUS HA TEXHHUYECKHE CPeJCTBAa 00pabOTKH MH(OpMaINK, B pe3yibTaTe
KOTOPOrO MOJKET OBbITh HapylleHO W (WJIM) NpeKpameHo (QyHKIMOHUPOBAaHHE 3HAYUMOIO OOBEKTa
KPUTHYECKON MH(POPMALTMOHHOW HHPPACTPYKTYPHI;

3) BOCCTaHOBJICHHE (PYHKIIMOHUPOBAHUS 3HAYUMOTO OOBCKTa KPUTHUECKOH WHQPOPMAIMOHHOMN
HHPPACTPYKTYPHI, 00ECIIEYMBACMOTO B TOM YHUCJIC 33 CUYCT CO3JaHWS M XPAaHCHUS PE3CPBHBIX KOIWN
HEOOXOUMOM ISl 3TOTO UH(POPMAIIHH;

4) HeTIpepbIBHOE B3aUMOJICHCTBUE C TOCYJAPCTBEHHOM CUCTEMOM 0OHApYKEHUs, IPEIyTPEKICHUS
W JHUKBUJAIMH TOCJIEICTBUH KOMIBIOTEPHBIX aTak Ha WH(OpMalUOHHBIE pecypchl Poccuiickoit
denepauuu.

Cratba 11. TpeboBaHuA no obGecneyeHUd 6e30MACHOCTU 3HAYUMbIX OOBHLEKTOB
KPUTUYECKOWN MH(PpOPMALIMOHHON MH(PACTPYKTYpPbI

1. TpeGoBanusg 1O oOecrneyeHUI0 O€30IMacCHOCTH 3HAYUMBIX OOBEKTOB  KPUTHYECKOMH
MHPOPMALIMOHHON HWH(PACTPYKTYpPHI, yCTaHaBIMBacMble (eepanbHbIM OpPraHOM HCIIOJHUTEIHHON
BJIACTH, YIOJIHOMOYECHHBIM B 0O0JIAaCTH oOecreyeHHus Oe30MacHOCTH KPUTHYECKON WH(GOpMAIMOHHON
uHppactpyktypsl Poccuiickoit ®enepauuu, nuddepeHIUpyOTCS B 3aBUCUMOCTH OT KaTeropuu
3HaYMMOCTH OOBEKTOB KPUTHYECKOH HH(POPMALMOHHOM HHQPACTPYKTypbl U ITHUMHU TpeOOBAHUAMU
IIpeyCMaTpUBAIOTCS:
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1) nnanupoBanue, pa3paboTKa, COBEPIIEHCTBOBAHUE U OCYILIECTBICHUE BHEIPEHUS MEPOIPUATUI
no oOecrieyeHHIO  OE30MAaCHOCTH  3HAYMMBIX  OOBEKTOB  KPUTHYECKOH  HMH(pOpMAIMOHHOMN

UHPPACTPYKTYPBHI;

2) IpUHATHE OPTaHU3AIMOHHBIX U TEXHUYECKUX Mep Ui oOecriedeHns Oe30MacHOCTH 3HAYMMBbIX
00BEKTOB KPUTUYECKON NH(POPMALIMOHHON HH(PACTPYKTYPHI;

3) yCTaHOBJEHHE MapaMETPOB U XapaKTEPUCTHK MPOrPaMMHBIX U IMPOTrPaMMHO-AMMapaTHBIX
CPEICTB, MPHUMEHSEMbIX Mg oOecreueHuss Oe30MacHOCTH 3HAUYMMBIX OOBEKTOB KPUTHUECKOM
nH(pOpMaMOHHON UHPPACTPYKTYPHIL.

2. T'ocynapcTBeHHbIE OpraHbl U POCCUHCKHE OPUIMUYECKUE JIMIA, BHIIOIHAIOMNE (YHKIUU IO
pazpaboTKe, TOPOBEACHHIO  WIM  peall3allud  TOCYAApCTBEHHOM  MONMTUKM U (WJIM)
HOPMAaTUBHO-TIPAaBOBOMY PETYJIMPOBAHUIO B YCTAHOBIIEHHOU cepe NesTeNIbHOCTH, MO0 COTJIacOBAaHUIO C
(benepanbHbIM OpPraHOM MCIIOJHUTEIBHOM BJIACTH, YIOJHOMOYEHHBIM B 00jacTu oOecreueHHs
0e30MmacHOCTH KpuTHdecko HH(popMmanmoHHOW HHPpacTpykTypbl Poccuiickoit ®eneparyivi, MOTyT
yCTaHaBJIMBATh JIOMOJHUTEIbHBIE TPEeOOBaHUS MO 00ECleYeHUI0 0e30MaCHOCTH 3HAYMMBIX OOBEKTOB
KPUTHYECKONH WH(POPMALMOHHON HH(PPACTPYKTYphI, cojaepKamue 0coOOEHHOCTH (YHKIMOHUPOBAHUS
TaKuX OOBEKTOB B YCTAHOBIICHHOU c(hepe NesaTeTbHOCTH.

CraTtbsa 12. OueHka 6e3onacHocTun KPpUTUYECKOMN MHcopmMaLMOHHOMN
MHDPaACTPYKTYpbI

1. Onenka 0e30MacHOCTH KPUTUYECKOH HH(POPMALMOHHOM HHEOPACTPYKTYPHI OCYIIECTBIISAETCS
¢denepaTbHBIM  OPraHOM HCIIOJHUTEIBHON BJACTH, YIIOJHOMOYEHHBIM B 00jactu olecrieueHHs
(YHKIIMOHUPOBAHUSI TOCYAapPCTBEHHOW CHCTEMBI OOHApYKEHHsS, TPEAYNPEKACHUS W JTHMKBHUIAIIH
MOCJIEACTBUI KOMIBIOTEPHBIX aTak Ha MH(MopManuoHHbIe pecypcesl Poccuiickoit depepanun, B memsix
MPOTHO3UPOBAHUSI BO3HHUKHOBEHHUSI BO3MOXKHBIX YIpo3 0€30IMacHOCTH KPUTHYECKOW MH(pOPMAIMOHHOM
UHPPACTPYKTYpPHl U BBIPAOOTKM MeEp IO TOBBIIICHUIO YCTOWYMBOCTH €€ (DYHKIMOHHPOBAHUS TNPHU
MIPOBE/ICHUH B OTHOIICHUH €€ KOMITbIOTEPHBIX aTakK.

2. IIpu ocymiecTBICHUH OLIEHKH 0€30IaCHOCTH KPUTHYECKOH MHPOPMALMOHHOM HHPPACTPYKTYPHI
TIPOBOTUTCS AHAIU3:

1) naHHBIX, MOJIy4aeMbIX MPHU HCIIOJIB30BAHUU CPEACTB, NMpPEIHA3HAYCHHBIX AJIsi OOHApY>KEHUS,
NPEayNpEeXACHUS W JIMKBUAAUMU IIOCIEACTBUM KOMIBIOTEPHBIX aTaK W pearupoBaHHUs Ha
KOMIIBIOTEPHBIE MHLUACHTH, B TOM 4YHCIe HH(QOpMAMM O HaJIMYUM B CETSAX DIIEKTPOCBS3H,
WCTOJB3YEMBIX ISl OpraHu3allMd B3aUMOJEHCTBHS OOBEKTOB KPUTHUECKOW HH(MOPMAIIMOHHON
UH(QPaACTPYKTYphl, IPU3HAKOB KOMIBIOTEPHBIX aTak;

2)  uHbopmauuu,  TOpeacTaBIsieMOd  CyObeKTaMH  KpUTHYECKOW  HMHGOpMalMOHHON
UHPPACTPYKTYpbl U (elepanbHbIM OpPraHOM HMCIIOJHUTEIbHON BIIACTH, YIOJIHOMOYEHHBIM B 001acTH
obecrieyeHuss 0€30MAaCHOCTH  KpUTHUYECKOW uHpopManuoHHON wuHppacTpykTypel Poccuiickoii
deneparyy, B COOTBETCTBUU € MEPEYHEM MHGPOPMALMU U B MOPSJKE, ONpeaesieMbIMu (eaepatbHbIM
OpPraHOM HCIIOJHUTEIBHON BJIACTH, YIOJHOMOYEHHBIM B OOJIaCTH oOecredeHus (PyHKIMOHUPOBAHHS
rOCy/JapCTBEHHOW CHUCTEMBbl OOHAapy)X€HHs, TMPEAYNPEeXKICHUs UM JMKBUIALMM  MOCIEICTBUN
KOMITBIOTEPHBIX aTak Ha MHGopMalmoHHbIEe pecypchl Poccuiickoit ®denepanuu, a Takke MHBIMH HE
ABJIIIOIIMMUCS  CYyOBEKTaMH KPUTHYECKOW HH(POPMALMOHHOW HHQPPACTPYKTYpbl OpraHaMu U
OpraHMU3alysIMH, B TOM YUCJIE HHOCTPAaHHBIMU U MEKyHApOIHBIMH;
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3) cBeAeHMIA, IPEICTABISEMBIX B TOCYJAPCTBEHHYIO CUCTEMY OOHapyXEHUs, MPEAYNPEKIACHUSI U
JUKBUAALMU TIOCIEACTBUN KOMITBIOTEPHBIX aTak Ha HH(OpMAIMOHHBIE pecypchl Poccuiickoit
@denepaii IO  HWTOTaM IPOBEACHUS TOCYNApPCTBEHHOTO KOHTpoJii B oOmactu  oOecrieueHHs
0€30MacCHOCTH 3HAYUMbIX OOBEKTOB KPUTUYECKOW MHPOPMAIIMOHHON MHPPACTPYKTYpbl, O HAPYLIEHUU
TpeOoBaHMil Mo oOecnedyeHrio 0e30MacHOCTH 3HAYMMBIX OOBEKTOB KpPUTHYECKOW HH(OpMalMOHHON
UH(PACTPYKTYPBI, B PE3yJIbTaTe KOTOPOTO CO3MAIOTCS MPEIINOCHUIKH BO3ZHUKHOBEHHS KOMITBIOTEPHBIX
MHIINICHTOB;

4) wuHON wHpOpMalUHU, TOIy4aeMoil ¢enepaqbHBIM OpPraHOM HCIOJIHUTEIBHOM BIIACTH,
YIOJIHOMOYEHHBIM B oO0JlacTH o0ecriedeHus: (PyHKIMOHUPOBAHHUS TOCYAAPCTBEHHOW CHUCTEMBI
oOHapyXeHMs, MPEeAyNpeKICHUs U JUKBUJALMM  TOCJIEICTBUH  KOMIBIOTEPHBIX aTak Ha
nHpopmMalmoHHble pecypebl  Poccuiickoit @Denepanuu, B COOTBETCTBUHM C 3aKOHOJATEIbCTBOM
Poccuiickoit denepariumu.

3. g peanu3anuy IOJIOKEHWH, HPEIyCMOTPEHHBIX dYacTsIMM | M 2 Hacroslled CcraThy,
¢denepanbHBIi  OpraH HCHOJHHUTEIBHOM BJIACTH, YINOJHOMOYEHHBI B o0jactu oOecrieueHHs
(YHKIMOHMPOBAHUSI TOCYAAPCTBEHHOW CHCTEMBI OOHApYXKEHHs, NPEAYNpPEkKACHUS M JIMKBHIAIUNH
MOCTICICTBMI KOMIIBIOTEPHBIX aTak Ha HWH(pOpManmoHHele pecypcsl Poccuiickoit Denepanum,
OpraHU3yeT YCTAHOBKY B CETSAX JJIEKTPOCBS3HM, MCHOJB3YEMBIX JUISl OPraHM3alMN B3aMMOJIECHCTBHS
00BEKTOB KPUTHYECKON MH(OPMAIIMOHHON MH(PACTPYKTYphl, CPEACTB, NPEAHA3HAYSHHBIX IJI IOMCKa
MIPU3HAKOB KOMIIBIOTEPHBIX aTaK B TAKUX CETAX 3JIEKTPOCBS3U.

4. B nmemax pa3paboTKM Mep IO COBEPLICHCTBOBAHUIO OE30MACHOCTH  KPUTHUYECKOU
MHPOPMALMOHHON MHPPACTPYKTYpHI (eepaTbHblii OpraH UCIOTHUTEIBHOMN BIACTH, YITOJTHOMOYCHHBIN
B obOmactu oOecnedeHus (YHKIMOHMPOBAHUS  TOCYJApCTBEHHON  CHCTEMBI  OOHapy)KeHHS,
MpEeyNpexaCHUS U JTUKBUJAIMN MOCIEICTBUNA KOMIBIOTEPHBIX aTak Ha MH(OpPMAIMOHHBIE PECYPCHI
Poccuiickoit  ®enepanuu, HanpaBmsieT B - (eaepalibHBIA  OpraH  WCIIOJHHUTEIIBHOW  BJIACTH,
YIOJHOMOYEHHBI B oOmactu oOecrnedueHuss O€30MAaCHOCTH KPUTHYECKON  HHGOpMalMOHHON
uHpacTpykTypsl Poccuiickoit ®enepanuu, pe3yibTaThl OCYILECTBICHUS OIEHKH O€301MacHOCTH
KpUTUIECKON MHPOPMAITMOHHON HHPPACTPYKTYPHI.

Cratbsa 13. N'ocyaapcTBeHHbIN KOHTPOSib B obnactn obecnevyeHuss 6e3onacHocTm
3Ha4YMMbIX OO BEKTOB KpUTUYECKOMU MHPOPMaLMOHHOW MHPPACTPYKTYPbI

1. T'ocymapcTBeHHBIM KOHTPOJIb B OOJAcTH oOecredeHus: Oe30MacHOCTH 3HAUYUMBIX OOBEKTOB
KPUTHYECKOH HMH(POPMALMOHHOW HWHPPACTPYKTYPHl MPOBOAUTCA B IENSAX MPOBEPKH COOIIOACHUS
CyObeKTaMu KpPUTHYECKOH HH(OPMAIMOHHONW MHQPPACTPYKTYpPHI, KOTOPHIM Ha TpaBe COOCTBEHHOCTH,
apeHJpl WM MHOM 3aKOHHOM OCHOBaHMM TPUHAANIEXKAT 3HAUYUMBIE OOBEKTHl KPUTHUECKOMH
MHPOPMALIMOHHON HMHPPACTPYKTYypbl, TpeOOBaHMUH, YCTAaHOBJIEHHBIX HacTosuM DenepaabHbIM
3aKOHOM U TPUHATBIMH B COOTBETCTBUM C HHUM HOPMATHBHBIMHU IIPABOBBIMU aKTaMH. YKa3aHHBIN
TOCYJapCTBEHHBI  KOHTPOJb  IMPOBOJAUTCS IyT€M OCYLIECTBICHHUA  (elepabHbIM  OpraHoOM
WCTIOJTHUTENIHOW BJIACTH, YMOJHOMOYEHHBIM B 00NacTu obOecredeHus 0e30MacHOCTH KPUTUYECKOMH
nH(popMalnoHHON HHPPAcTpYKTYypsl Poccuiickoit @enepariuu, MIaHOBBIX WM BHEIJIAHOBBIX MPOBEPOK.

2. OcHOBaHMEM JJIS1 OCYIIIECTBIICHHUS TUIAHOBOW MPOBEPKH SIBISECTCS UCTEUEHUE TPEX JIET CO JIHS:

1) BHeceHus cBeieHUN 00 00BEKTEe KPUTUYECKOW MHGPOPMAIMOHHON MHEGPACTPYKTYpHI B pEeCcTp
3HAYUMBIX O0BEKTOB KPUTHYECKOM WH(OPMALIMOHHON UHPPACTPYKTYPHI;
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2) OKOHYaHUS OCYILECTBIICHU MOCIIEeAHEN TIAHOBOI MPOBEPKU B OTHOLLIEHUH 3HAYMMOT0 00bEKTa
KpUTHYECKON MH(DOPMAITMOHHONW UHPPACTPYKTYPHI.

3. OcHOBaHMEM JUIsl OCYLIECTBIICHUS] BHEIJIAHOBOM MPOBEPKHU SIBIISIETCS:

1) ucredyeHne cpoka BBITIOJIIHEHUSI CYyOBEKTOM KPUTHYECKON HH(POPMAIIMOHHOW HH(PPACTPYKTYPHI
BBIJTAHHOTO  (eZIepaIbHBIM  OPTaHOM HCIIOJHUTENHHOM BIIACTH, YIOJHOMOYEHHBIM B  00JacTH
obecrieueHnss 0€30MaCHOCTH  KPUTHYECKOHW HMH(POPMAIMOHHONW  HMH(PPACTPyKTYypbl  Poccuiickoit
Oenepanyu, NpeAnrcanus 00 yCTpaHEHHH BBISIBICHHOTO HapylIeHHs] TpeOOBaHM MO 0OecTeueHUIo
0€30MacCHOCTH 3HAYUMBIX O0OBEKTOB KPUTUIECKOU MH(DOPMAIMOHHON HHPPACTPYKTYPHL;

2) BO3HMKHOBEHHME KOMIIBIOTEPHOTO WHIUJACHTA, IOBJIEKIIErO0 HETAaTUBHBIE IIOCIEICTBUS, Ha
3HAYUMOM O0BEKTE KPUTUUECKONH MHPOPMALITMOHHON HHPPACTPYKTYPBI;

3) mpuka3 (pacmopsiKeHuE) PyKOBOAMTENS (eaepalibHOTO OpraHa WCIOJHUTEIBLHOW BIIACTH,
YIOJIHOMOYEHHOr0 B oOjactu oOecrneyeHHs Oe30MacHOCTH  KPUTHYECKOM MH(pOpMalMOHHON
uHppacTpykTypsl Poccuiickoii @enepanuu, U3gaHHBIA B COOTBETCTBHM C mopydyeHuem IIpesumenta
Poccuiickoit @enepaunu unu [IpaBurenscra Poccuiickoit @enepannu 1mb60 Ha OCHOBAaHUU TPEOOBAHUS
poKypopa 00 OCYIIECTBICHMH BHEIUIAHOBOM TMPOBEPKHM B paMKax IMPOBEACHUS Haa3opa 3a
HCIIOJIHEHUEM 3aKOHOB I10 MOCTYNHBIIUM B OPraHbl IPOKYpaTyphl MaTepUaiaM U 0OpaIeHUSIM.

4. Ilo utoraMm TUIaHOBOM WJIM BHEIJIAHOBOW NMPOBEPKH (eiepabHBIM OpraHOM HMCIIOJHUTEIbHON
BJIACTH, YIOJIHOMOYEHHBIM B 00JacTH oOecrneyeHus Oe30HacHOCTH KPUTHYECKOH HH(pOpMAlMOHHON
uHppacTpykTypsl Poccuiickoit denepannu, COCTaBIAETCS aKT MPOBEPKU MO YTBEPKAECHHON yKa3aHHBIM
opraHom ¢opme.

5. Ha ocHOBaHMU aKTa NMPOBEPKM B CIIy4ae BBIABJICHUS HApYLICHUs TPEOOBaHMI HACTOSIIETO
@enepanbHOrO 3aKOHAa W IPUHATBIX B COOTBETCTBUM C HHM HOPMATHMBHBIX IIPAaBOBBIX AaKTOB IIO
o0ecrnevyeHr0 0e30MacHOCTH 3HAUYMMBIX OOBEKTOB KpPUTHUYECKOW MH(GOPMAIMOHHON HMH(PPACTPYKTYpPbI
GbenepanbHbIi  OpraH WCHOJHUTENBHOM BIIACTH, YIOJHOMOYEHHBII B oOnactu oOecreueHHs
0€30MacHOCTH KPUTUYECKOW HHPOpMAIMOHHON HHPpacTpykTypbl Poccuiickoii denepainu, BbIIaeT
CyObEeKTy KpPUTHYECKOM WHGPOPMALMOHHON HMHQPACTPYKTYypbl NpeAnucaHue o0 yCTpaHEHUH
BBISIBJICHHOI'O HApYIIEHHs C YKa3aHUEM CPOKOB €TI0 YCTPAHEHHUS.

Cratba 14. OTBeTCTBEHHOCTb 3a HapyweHue TpebOBaHUM HacTosLWeEro
PenepanbHOro 3akoOHa M MNPUHSATLIX B COOTBETCTBUM C HUM WHbIX HOPMATUBHbIX
npaBoOBbIX aKTOB

Hapymenne TpeboBanmii Hactosimero denepaabHOro 3aKOHA U MPUHSATHIX B COOTBETCTBUU C HUM
UHBIX HOPMAaTHBHBIX IPAaBOBBIX AaKTOB BJI€YET 3a COOOl OTBETCTBEHHOCTh B COOTBETCTBHM C
3aKoHo1aTenbcTBOM Poccuiickont deneparum.

Cratbsa 15. BCTynﬂeHMe B CUNny HacTosALwero tDe.qepaanoro 3aKOHa

Hacrosamuit ®enepanpHelii 3aK0H BeTynaet B cuity ¢ 1 ssuBaps 2018 roaa.

[Ipe3unent

Poccuiickoit deneparuu
B.IITYVTHUH
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Mocksa, Kpemib
26 urons 2017 roga
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